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1 Introduction

This document covers the Intel® Pentium® processor and Intel® Celeron® processor N-
series based platform (Braswell platform) firmware bring-up procedure for the Intel®
quad-core technology SoC. The processor numbers will start with the prefix ‘N’ in
continuation with the Bay Trail-M SKUs. The prefix ']’ will not be used.

The bring-up procedure primarily involves building a FW image. Once the FW image is
built, it can be programmed to the Braswell platform. All the paths mentioned in this
guide are relative path to the root of the given kit.

1.1 Terminology
Term Description
FITc Flash Image Tool creation
FPF Filed Programmable Fuse
FPT Flash Programming Tool
Intel® TXE Intel® Trusted Execution Engine (Intel® TXE)
Intel® TXEI Intel® Trusted Execution Engine Interface (Intel® TXEI)
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Quick Start Check List

2.1

First Boot of Braswell

Before running the first basic boot of the Braswell platform, follow the below
instructions:

Build the SPI FW image
— Build the image using FITc tool as described in Section 3.4 and flash the
image components from the FW Kkit.

Flash the SPI FW image
—  Flash the image using Dediprog* or FPT method as described in Section 3.6,
Flashing Target.

If using Windows OS: Install Intel® Trusted Execution Engine Interface (Intel®
TXEI) Driver as described in Chapter 7
— Once the platform boots, install the Intel TXEI driver found in the FW Kit

Verify Intel® Trusted Execution Engine (Intel® TXE) information
- Run TXEInfo tool found in the FW kit “\System Tools\ TXEInfo\” directory

Verify Intel TXE status using the TXEManuf tool
—  Run TXEManuf tool found in the FW kit “\System Tools\ TXEManuf\"” directory
- Use TXEManuf.cfg to enable/disable tests of interest

For more details on each of these steps, refer to the appropriate chapter
within the Intel TXE FW Bring-Up Guide (this guide).
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3 Procedure

3.1 Prerequisites
e fitc.exe: can be found under \\System tools\Flash_Image_Tool folder
e DediProg* SF100

e FPT can be found under \\System tools\Flash_Programming_Tool

3.2 Start FITc

o Invoke Flash Image Tool by navigating to \\System tools\Flash_Image_Tool folder

e Double click fitc.exe.

3.3 Set Up Build Environment
In the main menu select Build> Environment Variables.

Figure 1. Enviroment Variables

e | by Tt

Edit your configuration as shown below.

e $Source Dir: The location where FITc will look for binary images during the
image creation process

e $DestDir: The location where FITc will save the binary image
¢ $WorkingDir: The location where fitc.exe is running. Keep it as ".”
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Figure 2. Environment Variables
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Note: Use the environment variables when defining output path in Build - Build Settings, as

shown above.
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3.4 Create Flash Image

3.4.1 Using GUI
1. Run FITc.exe.
2. Define output image name and path.
3. Build © Build Settings - Output path.

Figure 4. Define Output Path
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4. Select platform type

a. On the platform selection list, select Braswell before modifying and

building the flash image.

SOC straps definition will be changed upon Platform selection.

Figure 5. Select Platform Type
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5. Add your SPI part VSCC table entry (please refer to System Tools user guide
in chapter 3.4 for details).

6. Fill in Intel TXE Region:
a. Select “"TXE Region” and double click “TXE Binary Input File”
b. Select \\Image Components\TXE\. .\*.bin

Figure 6. Intel® TXE Region
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7. Fill in BIOS Region:
a. Select "BIOS Region” and double click "BIOS binary input file”

b. Load BIOS image (*.ROM)

Figure 7. BIOS Region
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8. Configure SPI Flash image size
a. Select Flash Image/ Component Section/ Flash component 1 density
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b. Configure the size of the SPI Flash image (such as 8MB, 4MB)

c. Save XML

Figure 8. Configure Flash Image Size
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9. Build image

Figure 9. Build Image
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The output image will be located at the path given at step 3.4.1.
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Figure 10. Image Output

OxO000000000000201

OROO00000000000203
OxO0000000000003234
OROO00000000000230
OxO00000000000020A
Ox0000000000000231
Ox0000000000000208
Ox000000000000008A
Ox0000000000000086
Ox0O000000000000200
Ox00000000000002089
OxO000000000000203
Ox0000000000000232
OxO0000000000003238
ORZ000000000000076
OxO000000000000210
ORO000000000000211
Ox0000000000000212
Ox0000000000000083

Ariting ROM image file "Ci‘Draswell%2.0.0,1027%Flash Image Tool\outimage.bin®™.
Ariving MAP file *C:\Braswell 2.0.0.1027\Flash Image Tool\Zoutimage.map®.

Image size = ONS00000 bytes

-- done --

3.4.2 Using Command Line

3.5

3.5.1

To use the command line for creating the image run the below command:

fitc.exe newfiletmpl.xml -b -txe PRODUCTION_TXE_Region.bin -bios
BIOS_Region.ROM

Note: If the Intel TXE Region or BIOS region is not at the same directory as FIT tool, you will
need to specify the relevant path.

XML Configuration

Save Your Settings

10. When opening fitc.exe, it loads default settings defined in newfiletmpl.xml
(located in the same folder as fitc.exe).
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Figure 11. FITc Configuration
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11. To save your custom settings, in the main menu select File>Save As. Select a
name and location for the XML file that contains all the settings configured so
far. It is recommended that you save this file in the same directory as fitc.exe
is located for easy access.

Figure 12, Save Configuration
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Figure 13. Configuration Protection
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Adtributes: Readonly [ ] Hidden

12. Protect configuration XML file from accidental changes by checking the “Read-
only” attribute, as shown above.

3.5.2 Load FITc Configuration

Default or custom settings can be loaded by selecting File>Open in the main menu,
and navigating to the desired xml configuration file.

Figure 14. Load Configuration
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3.6

3.6.1

Figure 15.

Flashing Target

Using DediProg*
13.
14,
15.

Run DediProg Software.
Click “Detect” to verify SPI flash detection.

Make sure the voltage is set to 1.8v by clicking Config-> Miscellaneous
settings.

16. Click “File” button and select the FW image built in Section 3.4.
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Figure 16. Select Image
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17. Click “Prog” to flash the image to the target.

Figure 17. Prog Option
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18. Verify flashing was performed correctly.

Figure 18. Result Expected
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Using FPT

1. FPT is a Windows* based tool aimed to program FW on the platform (FPT is
running from the platform). Under \\System tools\Flash_Programming_Tool

2. Copy the FW image to the root folder of the FPT tool and rename it to
outimage.bin. (For simplicity, we will use \\Flash_Programming_Tool\Windows
when referring to FPT tool directory)

3. Open command line with administrative privileges, navigate to
\\Flash_Programming_Tool\Windows or Windows64 and type:

Ftpt.exe -LIST




The system should respond with the number of SPI Flash devices available. For
example:

4. Program the SPI Flash image to the Flash device(s) by issuing the following
command at the prompt:

5. 1If the programming was successful, then the following message will be shown:

8
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4 FPF Configuration File

e FPF configuration file is an input to FPT, FITc, and to Manifest Generation tool.
e FPF configuration file can be found under \\System tools\FpfConfigFile.txt.

e The file contains a list of fuses, where each line describes a fuse file in the
following pattern: [ID]:[Value]:[Locked]
ID: Fuse file ID
Value: Desired value of fuse file in **hex** digits, must be byte-aligned (For
single bit file, should be 00 or 01)
Locked: Boolean indicates if the file should be locked (TRUE/FALSE).
Example: FUSE_FILE_ALT_BIOS_LIMIT:1FFF:FALSE

Table 1. Fuse Files

Name Description

Hash of the key material used by the OEM to sign

OEM_KEY_HASH the Secure Boot Manifest

Alternative BIOS limit. Used to locate the
Alternative copy of the IBB and the manifests.
This is actually thel3 MSbits of the physical
address. LSbits assumed to be OxFFF

ALT_BIOS_LIMIT

This bit indicates that SBit is enable and the other

SB_EN values where already configured

This is the ID of the of the Key Manifest

G R (if 0, no Key Manifest is required)

FW Flag that marks that all OEM Fuses have been

FUSE_FILE_GLOBAL_VALID
programed.

FW SKU flag: marks if Firmware TPM is enabled in

FUSE_FILE_TPM_DISABLE the Platform.

4.1 FPF Mirroring

4.1.1 Motivation

FPF mirroring allows validation\testing of FPF at the FW level, as opposed to the
manufacturing phase where the FPFs are HW fused.

FPF mirroring is done using the FPF configuration file.
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4.1.2 FPF Mirroring in FITc

1. Edit the FPF configuration file according to the required features. (default
matches platform POR)

2. Fill in the Intel TXE region in FITc, as described in Section 3.4.1.

3. Double click on Intel FPF Mirroring File in

TXE Region->Configuration->TXE and navigate to the edited FPF
configuration file, as depicted.

Figure 19. FPF Mirroring in FITc

Fie  Dulld  WHelp
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1 8 Nk Image Paeameter | Vi
14 28 Descrgtor Reglon W Updwe OEM © 00000000+ 0000 - 0000 0000 DOOOOO0MNN) Entar UUID or Pie cont
& Descrptor Map Huet TXE Raglon Flash Protection Ovenide true St this to TRUE f you
(=) Componmt Section OIM Tag (0000000 An OEM idenbific sbion
1 (3 Master Accen Section Hide FW 0 Cuntrad fala Setting (his parameter
Y : &”;z; CEK Confepuraton Bnary e o use for CI!
W VICCE Table
2 OIM Section
14 TXE Rageon
11148 Configuration
o TxE
L Festuren Sapponted
) Intel () NIFC Capabibbes
b et (1) Andl- Thett Technoln
o TXE Debug Evmett Sonvice
L0 Setunr weed Conflauration
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5 Intel® TXE Secure Boot
Manifest Generation using
FLAMINnGO Tool

Intel® TXE Secure Boot Manifest is used to authenticate the BIOS Initial Boot Block
(IBB)

Key Manifest authenticates the key used to sign the Intel TXE Secure Boot Manifest.
Key Manifest is optional.

The Intel recommended method is using Key Manifest.

5.1 FLAMInGo Tool Parameters
Table 2. Parameters
Parameter Name Description

PublicKeyFile Public key file to calculate Sha256 from

HashFileout Name of the file to place the SHA256 digest of the public key

FuseConfigFile Name of the file that contains the fuses configuration

ManifestName String that identifies the manifest, same name must be used
when completing the manifest generation

IBBFile Name of the file that contains IBB data (maximum 127kb)

SVN Security Version Number

SigningKey Name of the file that contains the public key of the key that is
used to sign the manifest

OEMDataFile Name of the file that contains OEM data (maximum 400 bytes)

KeyManifestFile Name of the file that contains a valid key manifest generated by
this

SignatureFile Name of the file that contains an RSA signature of the hash file
generated when creating a manifest

Unsigned Creates the blob of the manifest without generating a hash
(optional)

e For further information, type “FLAMInGO.exe -?"

5.2 Creating Secure Boot Manifest and Signing IBB

This section covers creating and signing of the SB manifest that is required to enable
verified boot.
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5.2.1 Prerequisites

e Public and private key to be used for signing the BIOS
e FLAMInGo tool (can be found in the FW kit)

e SampleSigner (can be found in the FW kit )

e FPFconfigFile.txt (can be found the FW Kit)

e IBB (127KB) - Initial Boot Block

5.2.2 Creation and Signing Procedure

1. Open CMD and use Flamingo to hash the certificate:
FLAMINGO.exe HashKey --out MyKeyHash.txt --key MyKey.cer
the output will be the PubKeyHash.txt that will include the hash of the public
key.

2. Insert the hash of the public key from the previous step into the
FPFconfigFile.txt under FUSE_FILE_ OEM_KEY_HASH_1,
and enable secure boot by setting the FUSE_FILE_SECURE_BOOT_EN value to
01.
The result should look like the following (with your own hash key inside):

Figure 20. FPFconfigFile.txt Example

#This Fuse bit i3 for snabling verified Boot. Change value to "01" to enable Secure/verified boot
FUSE_FILE_SECURE_BOOT_EN:01

set value o '01° to permanently disable mntel(r) PTT (frpm)

#rash of the publiic p tf d with the #lamingo toal

FUSE_FILE OBM_KEY _MASH _1:32373 11 55 F 0914968570302 8C 2BA1CEDZBABODZS
#The 13 most Significant 81ts of address of alternate copy of 188 within 8105 region
#ATt_bilos_Timit file is 16 bits wide; applicable values are up to OxiFFF (13 bits effective).
FUSE_FILE_ALT _BIOS_LIMIT:07DF

#This is the ID of the of the xey Manifest 0° indicates no key manifest s required)
FUSE_FILE _KEY_MANIFEST_ID:00

3. Use Flamingo to create the Secure Boot manifest
FLAMInGo.exe ImageManCreate --Name [ManifestName] --Fuse
[FuseConfigFile] [--Unsigned UnsignedFile] --KeySign [SigningKey] --
SVN [SVN] --Type ImageType [--OEMDataFile <OEMDataFile>] --
Image ImageFile [--KeyMan <KeyManifestFile>]
The output will be the hash of the Secure Boot manifest and an .xml structure
file with the name [Manifest Name]

4. Sign the Hash of the Secure Boot Manifest using sampleSigner:
SampleSigner.exe [HashFileToSign] [PrivateKeyFile]
[OutSignatureFile]

The output will be the signature file.

5. Complete the process by integrating the Secure Boot manifest with the IBB
FLAMInGo.exe ImageManComplete --Name [ManifestName] --Fuse
[FuseConfigFile] [--signature SignatureFile]

The output here will be a 128KB .bin file that will include the Secure Boot
manifest (1KB) and the IBB (rest of the 127KB)
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5.3

5.3.1

5.3.2

6. Copy the 128KB file to the end of the BIOS or the full SPI image.

Sample run of the tools:

FLAMINGO.exe HashKey --out PubKeyHash.txt --key Key.cer

FLAMINGO.exe ImageManCreate --Name manifest --Fuse FpfConfigFile_BSW.txt --KeySign
Key.cer --SVN 2 --Type IBB --OEMData oemdata.bin --Image IBB.bin

SampleSigner.exe manifest_hash.bin Key.cer manifest_sig.bin

FLAMINGO.exe ImageManComplete --Name manifest --Fuse FpfConfigFile_BSW.txt --signature
manifest_sig.bin

Creating Key Manifest and Signing IBB

This section covers creating and signing of the Key manifest that is required to
perform verified boot using Key Manifest.

Prerequisites

e Create two Public and private key sets and a certificate from each pair — one for
the Key manifest (such as KMpubkey) and one for the secure boot manifest (such
as SBpubkey).

e FLAMInGo tool (can be found in the FW kit)
e SampleSigner (can be found in the FW kit)
e FPFconfigFile.txt (can be found the FW Kit)
e IBB (127KB)

Creation and Signing Procedure

1. Use Flamingo to hash the Key Manifest certificate:
FLAMINnGO.exe HashKey --out KMPubKeyHash.txt --key KMKey.cer
the output will be the KMPubKeyHash.txt that will include the hash of the
public key of the Key Manifest.

2. In the FPFconfigFile.txt file:

— Insert the hash of the Key Manifest public key from the previous section
under FUSE_FILE_OEM_KEY_HASH_1

— Enable secure boot by setting the FUSE_FILE_SECURE_BOOT_EN value to
01

— Set the Key Manifest ID under FUSE_FILE_KEY_MANIFEST_ID, note that
the Key Manifest ID should be different form 00.

— The result should look like this (with your own hash key and Key Manifest
ID inside):
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Figure 21.

FPFconfigFile.txt Example

#This Fuse bit is for enabling Verified Boot. Change wvalue to "@1" to enable Secure/verified boot
FUSE_FILE_SECURE_BOOT_EN:@1:FALSE

#Hash of the public part of the OEM signing key obtained with the Flamingo tool
FUSE_FILE_OEM KEY_HASH_1:1234321123213543213543213543188735135135134621364354354135643413 : FALSE

#The 13 Most Significant Bits of address of alternate copy of IBB within BIOS region
#A1t_bios_limit file is 16 bits wide; applicable values are up to Bx1FFF (13 bits effective).
FUSE_FILE_ALT_BIOS_LIMIT:@8@0:FALSE

#This is the ID of the of the Key Manifest ('8®' indicates no key manifest is required)
FUSE_FILE_KEY_MANIFEST_ID:BlhFﬂLSE

3. Use Flamingo to generate the hash of the Key Manifest:

FLAMInGo.exe KeyManCreate --Name [ManifestName] --Fuse

[FuseConfigFile] [--Unsigned <UnsignedFile>] --Keysign [SigningKey]

--SVN [SVN] --Type [ImageType] —KeyCert

[PublicKeytKeyFileToCerify]

- KeyToCertify is the the certificate of the Secure Boot Manifest to be used
(such as, SBpubkey)

— SVN will be set to 0 for testing (this is relevant for Key revocation)

— SigningKey is the certificate of the Key Manifest

Sign the hash using SampleSigner

SampleSigner.exe [HashFileToSign] [KMPrivateKeyFile]
[OutSignatureFile]

the output will be the signature file.

Complete the creation of the Key Manifest
FLAMInGo.exe KeyManComplete --Name [ManifestName] --Fuse
[FuseConfigFile] [--signature SignatureFile]

With this step giving the Key Manifest, the next step is to create the Secure Boot
Manifest (using the Key Manifest in the process).

6. Create the Secure Boot Manifest (the OEM data file is optional)

FLAMInGo.exe ImageManCreate --Name [ManifestName] --Fuse
[FuseConfigFile] [--Unsigned UnsignedFile] --KeySign [SigningKey] --
SVN [SVN] --Type ImageType [--OEMDataFile <OEMDataFile>] --
Image ImageFile [--KeyMan <KeyManifestFile>]
The FuseConfigFile (FPFconfigFile.txt file) is the original one from the Key
Manifest creating
—  SVN will be set to 0 for testing
- The KeyManifestFile is the output of step 5
— The output of this section is the hash of the Secure Boot Manifest

Sign the hash using sample signer
SampleSigner.exe [HashFileToSign] [PrivateKeyFile] [OutSignatureFile]
— The output of this step is the signature file ([OutSignatureFile]).

Complete the process by integrating the Secure Boot Manifest, the Key
Manifest and the IBB




Braswell PV

FLAMInGo.exe ImageManComplete --Name [ManifestName] --Fuse
[FuseConfigFile] [--signature SignatureFile]

The FuseConfigFile (FPFconfigFile.txt file) here is the original one used in
the creation of the Key Manifest.

The output from this step is a 132KB file that includes the Key Manifest
[4KB], the Secure Boot Manifest [1KB] and the IBB [127KB].

9. Copy the 132KB file to the end of the BIOS or the full SPI image.

How to Confirm Verified Boot Executed

Successfully
10. Dump PCI Config Space for TXE

a. From the EFI shell run “PCI 1A 0"
b. If SVN = 2, verify offset 50h shows “"5C”: verified boot executed using

mirroring flow, if not executed the value will be “00”.

- When enabling verified boot using fused silicon FPF, the value of offset

50h will be "41",
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c.  Run: “MEM FFFE0000 -b”

intel.

— Verify at this offset in memory that IBB is shielded from the user (had

been copied to the SRAM) as shown below.

If verified boot had not been executed, the IBB will be exposed in this

offset.

Figure 22. Verified Boot Enabled - IBB is shielded from User

Memory Address FFFE Bytes

FFFE : FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEQ010: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEQ020: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEO030: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEQ040: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEQ0SO: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEO060: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEQ070: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEQD080: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEQ090: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEOOAO: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEOOBO: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEOQOCO: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEOODO: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEOOEO: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEOOFO: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEDL00: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFED110: FF FF FF FF_FF_FF _FF _FF-FF FF FF FF FF _FF FF

D I NN

ssssssssseaaees s

FFFEOL20: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEO130: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEO140: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEOLSO: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF

B

e s s s s

n
mn
LR R IR BN BN N B R R B IR R R R R R R I
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Figure 23. Verified Boot had Not Been Executed - IBB is visible

FFFEOQ10:
FFFE0Q20:
FFFEO030:
FFFEOO40:
FFFEQOS50:
FFFEOQOGO:
FFFEOQ70: FF 00 FF 00 20 77 28 OD-E3 3F 85 61 20 DD E3
FFFEQO80: 7F 3B D6 69 FC 5C 7E F5-56 Al 8C 18 3C C8 A7
FFFEO090: 14 AF 76 1€ DO 12 00 00-00 42 42 41 59 SF S8
FFFEOOAO: 34 5F 52 S5F 56 36 35 5F-33 31 00 00 00 00 00

FFFEOODO: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
FFFEOOEQ: FF FF FF FF FF FF FF FF-FF FF FF FF FF FF FF
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6 Sample Signer - Verified Boot
Manifest Signing Reference
Tool

Signing reference tool can be found under \\Flash Manifest Generation Tool
\SampleSigner.exe.

Parameters:
1. Hash file to sign
2. Private key
3. The output location of the signed file.

Figure 24. Signing Tool

a5l Manifest File Signing @ w—— =Rl

Manifest File Signing

Qutput Browse...

e




7 Intel® Trusted Execution Engine
Interface (Intel® TXEI) Driver

7.1 Install the Intel® TXEI Driver using Installer

1.  Navigate to the root folder of the Intel TXE Installer (\\Installers)

2. Double click “"SetupTXE.exe”

3. Follow the installation procedure as shown in Figure 25. Intel® TXE
Installation Steps.

4. For Windows 7 users only: Intel® Trusted Execution Engine Interface
(Intel® TXEI) Driver uses KMDF (WDF) 1.11, which is built-in on
Windows 8 and Windows 8.1. However, Windows 7 does not have it.

Install Kernel-Mode Driver Framework (KMDF) version 1.1. Otherwise, yellow bang
appears on Intel TXEI device upon installation.

Follow instructions in this link: KB2685811


file://Installers
http://support.microsoft.com/kb/2685811/en-us

intel.
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Figure 25. Intel® TXE Installation Steps

You are about to nstal the following product:
Inteb® Trusted Execution Engine

1t is strongly recommended that you exit all programs before contruing.
Chck Next to continue, or cick Cancel to exit the setup program.

ed Execution Engine

INTEL SOFTWARE LICENSE AGREEMENT (Alpha / Beta, Organizational Use)
IMPORTANT - READ BEFORE COPYING, INSTALLING OR USING.

Do not use or load ths softwace and any associated materials (colectively, the "Software”)
untl you have carefilly read the following terms and conditions. By loadng or using the
Software, you agree to the terms of this Agreement. If you do not wish to 50 agree, do not
nstal or use the Software.

The Software contans preselease “aipha” or "beta” code, which may not be fully functional
and which Intel Corporation (Tntel”) may substantially modify in producing any “final” version
of the Software. Intel can provide no assurance that it wil ever produce o make ganarally
avalable a "final” version of this Software.

LICENSE. This Software is Icensed for use only with Intel products,
Use of the Software n vith non-Intel products is
hareunder., You may copy the Software onto your organization's computers for your

rusted Execution Engine

Please wait whie the product is being installed.

< Gack fext > fanced

3. bew succemsuly ratded e Frlowng aduct:
I & Tated Executon Engine:

Ok by o open by fe oceton,
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7.2 Install the Intel® TXEI Driver using Command
Line
Use this option as an alternative method. Installing the driver using the Installer is the
recommended method.
1. Verify Intel TXEI driver is not installed on your system by:

Open Device Manager (right click on My Computer -> Manage)
Go to Device Manager subcategory

Q

b
c. Open System devices subcategory
d Look for device called "PCI Encryption/ Decryption Controller".

If “Intel® Trusted Execution Engine Interface” is already installed, uninstall it
by right click->uninstall and check the "Delete the driver software for this
device" checkbox.

2. Open command line with admin privileges and navigate to the root folder of
TXEi.inf (\\TXEI_Driver\x64 or x86)

3. Type “pnputil.exe —i —a TXELinf

Figure 26. Intel® TXEI Installation

B Administrator: CA\Windows\system32\cmd.exe - pnputil -i -a TXELinf = = “

C-sUserssAdminsDesktopsTHEI _Driversx64>pnputil —i —a THEI.inf
Microsoft PnP Utility

Processing inf = THEI.inf

1. Select “Install”

Figure 27. Windows* Security Prompt

Would you like to install this device software

Name Inte
L Publizher: Inte Client Components Ge

Always trust software from “Intel Corporation Install Deg't nstall
Client Components Gr..."

£ You should only install driver software from publiahers you trust. How cen | detide w
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Figure 28. Finishing Intel® TXEI Installation
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o Administrator: CAWindows\system32\cmd.exe

Users AdminsDesktops\TEEI _Driversxb4>pnputil —-i —a THEI.inf
icrosoft PnP Utility

Processing inf = THEI .inf

Buccessfully installed the driver on a device on the system.
Driver package added successfully.

Publizshed name : oen?.inf

otal attempted:
umber successfully imported: 1

sUserssAdminsDesktops\TREI _Driversxb4>pnputil —i —a THEI.inf

5. Verify Intel® TXEI is installed by referring to device manager->System

devices.

Figure 29. Verify Intel® TXEI Installation in Device Manager

4 M System devices
1M ACPI Fan
ACPI Fixed Feature Button
ACPI Lid
ACP| Power Button
ACPI Sleep Button
ACPI Thermal Zone
Composite Bus Enumerator
High Definiticn Audie Controller
High precision event tirmer
Intel(R) 82802 Firrmware Hub Device
Intel(R} Trusted Execution Engine Interface
Microsoft ACPI-Compliant Embedded Controller




8 Using WinPE Tools

When using Windows* FW tools in WinPE, remember to load the TXEI driver at every
boot.

This can be done by: X:\Windows\System32>drvload.exe <path>\TXEL.inf.

TXEI.inf can be found in every FW kit release.
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9

Using EFI System Tools in UEFI
Shell with UEFI Secure Boot
Enabled Option

Due to Microsoft’'s mandatory UEFI Shells and related applications requirement
(System.Fundamentals.Firmware.UEFISecureBoot), when running Intel or customer
manufacturing utilities in UEFI shell, customers are required to disable UEFI Secure
boot via BIOS setup menu or UEFI variable. If the OEM/ODM wants to run a specific
EFI tool that needs to run with UEFI secure boot, the OEM/ODM will sign that EFI tool
with their OEM key.



10 Intel® TXEManuf

Intel TXEManuf tool will auto-detect the hardware/firmware SKU, and automatically
runs tests to check functionality of their related features on the manufacturing line.

10.1 Prerequisites

Intel® TXEI driver must be installed. (Refer to Chapter 8 for instructions on how to
install Intel® TXEI driver).

10.2 TXEManuf Usage

For detailed instructions, refer to “Intel TXEManuf” section in “"System Tools User
Guide” document, located at the System Tools folder.
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11

Intel® TXE FW Update

11.1

11.2

Intel FWUpdate tool allows an end user, such as an IT administrator, to update Intel
TXE FW without having to reprogram the entire flash device. It then verifies that the
update was successful.

Prerequisites

Intel® TXEI driver must be installed. (Refer to Chapter 8 for instructions on how to
install Intel® TXEI driver).

FWUpdate Usage

For detailed instructions, refer to “Intel TXE FW Update” section in the “System Tools
User Guide” document located at the root folder.
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12 Intel® System Scope Tool
(Intel® SST)

The Intel® System Scope Tool (Intel® SST) is a tool that provides the complete
snapshot of the system including both hardware and the software details.

Figure 30. Intel® System Scope Tool Screen Shot

Intel® System Scope Tool (Intel® SST)

¥ Sove @8PCe T Software M System £ Settings (g Help

= % System Information

-
=/ msr

=+ Memory
« E320
= « SPD Data
- A4
-« AC
- &8 SMBIOS
& Fumware Version Inf
— &3 Plafform Responsivene
8 FPDT
8 FPDT DUMP
# Gbdnformation
=@ PCH
« SP! information
+ Batery information
© ACPI

Processor information

Key
Genuine intel(R) CPU 0000 @ 200GHz
) Name
@ Address Widh
@ Architecture
£ Current Clock Speed
@ Data Width
(@] Descnption
& Device ID
@ Manufacturer
3 Maximum Clock Speed
o P}o;:eSSOf D .
@ Processor Type
@ Role
@ Microcode Version
Topology Details
£ Number of Physical Processor Packages

Value

Genuine Intel{R) CPU 0000 @ 2 00GHz
64 bits

x64

2100 MHz

64 bits

Intel64 Family 6 Model 60 Stepping 2
CcPUD

Genuineinte!

2100 MHz

BFEBFBFFO00306C2

Central Pracessor

CcPU

OXFFFF0006

This tool is useful for providing full platform information for debugging purposes.

An output file can be saved in .html format and attached to Braswell sightings.

This tool can be found on Intel® VIP inside the Braswell Compliance Kits.
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13 FITc Soft Straps

Table 3. SOC Strap 0

Location Parameter Values Description
=43 Fash Image BIOS 0x0000 Specifies the lower base of the BIOS
L__| = Descriptor Region Protected protected range number 4. Address
= Range 4 bits [11:0] are assumed to be
-[_0 Descriptor Map Base 12'h000 for the base comparison.
.21 Component Section (goes to bits [12:0] at register:
i Protected_Range_4] PR4
-3 Master Access Section E@Ox84)). ge-4]
E-3 SOC Straps BIOS 0x0000 | Specifies the upper limit of the BIOS
----- i8] SOC Strap 0 Protected protected range number 4. Address
_____ Range 4 bits [11:0] are assumed to be
[ SOC Strap 1
S0C S 2 Limit 12'hFFF for the limit comparison.
""" & trap (Goes to bits [28:16] at register:
----- [ SOC Strap 3 [Protected_Range_4] PR4
0x84)).
..... (3 50C Strap 4 (@
..... 3 socC Strap 5 BIOS True When set, this bit indicates that the
Protected False Base and Limit fields are valid and
""" 3 s0C Strap 6 Range 4 (default) that writes directed to addresses
-1 Upper Map Write between them (inclusive) must be
507 VSCC Table Protection blocked by hardware. The base and
=-0 . Enable limit fields are ignored when this bit
-1 OEM Section is cleared. Disabling this protected
..... m PDR Region range could be done also by the
; security override pin strap. (this soft
""" (3 TXE P‘Eg"?'" strap and the security override pin
----- [C BIOS Region strap are reflected into bit 31 at
register: [Protected_Range_4] PR4
(@0x84)).
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Table 4. SOC Strap 1

Location Parameter Values Description
=-43 Flash Image ! Dual Output False (default) | False: Dual output read is
Read Enable disabled

143 Descriptor Region
..... 3 Descriptor Map

=24 50C Straps

----- [C3 SOC Strap 0
----- B8] 50C Strap 1
----- [C SOC Strap 2
----- [C3 SOC Strap 3
----- [C SOC Strap 4
----- [C3 SOC Strap 5
----- [C3 SOC Strap 6
----- [ Upper Map
-C0 VSCC Table

----- [ QEM Section
----- (X PDR Region

----- [ TXE Region

----- [C1 BIOS Region

----- (3 Component Section
-0 Master Access Section

True

True: Dual output read is
enabled

This soft-strap only has
effect if dual output read is
discovered as supported via
SFDP.

If SFDP table is not
detected, this strap has no
effect and dual output read
is controlled via flash
descriptor.

Dual I/O Read
Enable

False (default)
True

False: Dual I/O read is
disabled

True: Dual I/O read is
enabled

This soft-strap only has
effect if dual output read is
discovered as supported via
SFDP.

If SFDP table is not
detected, this strap has no
effect.

Quad Output
Read Enable

False (default)
True

False: Quad output read is
disabled

True: Quad output read is
enabled

This soft-strap only has
effect if dual output read is
discovered as supported via
SFDP.

If SFDP table is not
detected, this strap has no
effect.

Quad I/0 Read
Enable

False (default)
True

False: Quad I/O read is
disabled

True: Quad I/O read is
enabled

This soft strap has effect
only if quad I/O read is
discovered as supported via
SFDP

Keeping QORE (Quad Output Read Enable) and QIORE (Quad I/O Read Enable)

enabled as shown below, SPI part QE (Quad Enable) bit has to be set in the SPI part
SR (Status Register). Follow the following instructions in order to properly enable your
platform to boot with this capability:
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1. Using FITC tools, create your boot image with QORE and QIORE set to “True”
(default).

2. Enable the QUAD MODE on the SPI part installed on your Braswell design (only

done once on SPI part)
a. BSW RVP board by setting the QE bit on SPI part MX25U6435F, it can be
done by writing 0x40 to the status register by DediProg
i. In Config > Modify Status Register > Write Status register(s) >
Registerl Value(Hex)

Read status register(s) :
Baich Reqister] Value(He:x) @ oo Read Again
Batch

Operations Register? Walue(Hex) : oo Read Again
=~
)
‘Write status register(s)

Prog
Program

T T Register1 Yalue(Hex): 40| Write o Flash

Only one status register:

Twi skatus register:

Register Yalues{He:x): oo ult] Write ko Flash

*NOTE : Mok Each Chip Have Two Status Register

Engineering
Mode
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Table 5. SOC Strap 2

intel)

Location

Parameter

Values

Description

=423 Flash Image

-3 Descriptor Region

..... [ Descriptor Map

..... [3 Component Section
-3 Master Access Section
=23 50C Straps

..... [ SOC Strap 0

..... (3 SOC Strap 1

SIO1_F3_Disab
le

False (default)
True

Disable LPSS1 function 3
(HSUART#1). false =
enable. true = disable

SIO1_F4_Disab
le

False (default)
True

Disable LPSS1 function 4
(HSUART#2). false =
enable. true = disable

SCC eMMC 4.41
Disable

False (default)
True

Disable legacy eMMC 4.41

True

SCC sSDIO False (default) | Disable SDIO. false =
----- i8] SOC Strap 2 Disable True enable. true = disable
----- [ SOC Strap 3 -
SCC SDCARD False (default) | Disable SDCARD. false =
""" (3 SOC Strap 4 Disable True enable. true = disable
----- [ SOC Strap 5
_____ [ SOC Strap 6 SCC Disable False (default) | Disable the Storage and
P True Communications Cluster
----- (3 Upper Map (SCC). The Storage and
@23 VSCC Table Communications cluster
- includes the following
""" S GEM_SE“'D” controllers: SD card reader,
----- [X] PDR Region eMMC.
""" 0 TXE REQ'?” HDA Disable False (default) | Disable HD Audio. false =
----- (3 BIOS Region True enable. true = disable
USB3 (0TG) True (default) Disable OTG
Disable False
SATA Disable False (default) | Disable SATA. False =
True enable. true = disable
EHCI Disable False (default) | Disable USB: false = enable,
True true = disable
DMA?2 Disable False (default) Disable DMA2
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Location Parameter Values Description
-3 Flash Image SIO2 F1 False (default) | Disable LPSS2 function 1
: . . Disable True (I2C#1). false = enable.
E-+3 Descriptor Region true = disable
----- [C Descriptor Map
..... [ Component Section SI02 F2 False (default) | Disable LPSS2 function 2
-0 Master Access Section Disable True (12C#2).
553 50C Straps False = enable.
_____ (23 SOC Strap 0 True = disable
_____ SIO2 F3 False (default Disable LPSS2 function 3
[ SOC Strap 1 Ise (default) bl f
_____ B8] SOC Strap 2 Disable True (I2C#3).
3 SOC Strap 3 False = enable.
3 50C st P A True = disable
..... rap
_____ (3 SOC Strap 5 SIO2 F4 False (default) | Disable LPSS2 function 4
Disable True (I2C#4).
----- [ SOC Strap 6
U M False = enable.
""" (2 Upper Map True = disable
-0 VSCC Table
- SIO2 F5 False (default) | Disable LPSS2 function 5
""" (3 OEM Section Disable (12C#5).

----- [X] PDR Region
----- [ TXE Region
----- [Z1 BIOS Region

True

False = enable.
True = disable
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Table 6. SOC Strap 3

intel)

Location

Parameter

Values

Description

B3

Flash Irmage

=3 Descriptor Region

..... [ Descriptor Map

..... [ Component Section
--[C0 Master Access Section
=423 SOC Straps

..... [ 50C Strap 0

..... (3 S0C Strap 1

..... (1 50C Strap 2

----- ] 50C Strap 3

..... [ 50C Strapd

..... (3 S0C Strap 5

..... (1 50C Strap 6

..... [ Upper Map

-0 VSCC Table

..... [ QEM Section

[X] PDR Regicn

[C1 TXE Region

[C1 BIOS Region

SIO2 F6 Disable

False (default)
True

Disable LPSS2 function 6
(I2C#6).

False = enable.
True = disable

SIO2 F7 Disable

False (default)
True

Disable LPSS2 function 7
(I2C#7).

False = enable.
True = disable

No Reboot

False (default)
True

Disable PLTRST after TCO
WDT second time
expiration

Permanently disables the
SOC’s watchdog timer
mechanism from resetting
the system.

SMBus Disable

False (default)
True

Disable SMBUS.
False = enable.
True = disable
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Table 7. SOC Strap 4
Location Parameter Values Description
-3 Flash Image LPC GPIO Select 1'b0: LPC Select the usage of
: ] ] (default) LPC pins
=-+=3 Descriptor Region
) 1'bl: GPIO
----- [ Descriptor Map
LPCCLK_FREQUENCY 1'b1:25 Mhz LPC Clock frequency

..... [ Component Section
[ C0 Master Access Section
=234 SOC Straps

..... [ SOC Strap 0

..... [ SOC Strap 1

..... (O SOC Strap 2

..... [ SOC Strap 3

..... %] SOC Strap 4

..... (O SOC Strap 5

..... (O SOC Strap 6

..... [ Upper Map

i3 VSCC Table

..... [ OEM Section

[ PDR Regicn

[[1] TXE Region

(L1 BIOS Region

selection

Vddg_voltage

False (default)
True

Enable
Vddg_voltage

Suspwrdnack_cfg_mode

False (default)
True

Enable
Suspwrdnack
behavior
(S5=>G3): True =
enable, False =
disable.

PCIe0_Disable_New

False (default)
True

Disable PCIE PortO:
False = enable,
True = disable

PCIel_Disable_New

False (default)
True

Disable PCIE Port1:
False = enable,
True = disable

PCIe2_Disable_New

False (default)
True

Disable PCIE Port2:
False = enable,
True = disable

PCIe3_Disable_New

False (default)
True

Disable PCIE Port3:
False = enable,
True = disable

PCIE_clkreq_enable_wake

True (default)
False

False = enable,
True = disable
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Table 8. SOC Strap 5
Location Parameter Values Description
LPCCLK1_EN | 1'b0: Disable LPC Enable clock output
=23 Flash Image CLK#1 on LPCCLK1

=23 Descriptor Region

..... [ Descriptor Map

..... [ Component Section
-3 Master Access Section
=3 SOC Straps

..... [ 50C Strap 0

..... [ 50C Strap 1

..... [ S0C Strap 2

..... (1 50C Strap 3

..... [0 50C Strap 4

----- B} SOC Strap 5|

..... (3 S0C Strap &

----- [ Upper Map

-3 VSCC Table

..... ([ OEM Section

[X] PDR Regien

[ TXE Region

(L1 BIOS Region

1'b1: Enable LPC
CLK#1
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Table 9. SOC Strap 6

Braswell PV

Location

Parameter

Values

Description

-3

Flash Image

5129 Descriptor Region

..... [ Descriptor Map

----- [ Compenent Sectien
[H--[C0 Master Access Section
=23 SOC Straps

..... L2 50C Strap 0

..... [C1 50C Strap1

..... (£ 50C Strap 2

..... [C3 S0C Strap 3

..... [ SOC Strap 4

..... [[2 50C Strap 5

----- 81 50C Strap 6

----- 3 Upper Map

123 VSCC Table

----- [ OEM Section

(%] PDR Region

([ TXE Region

[C1 BIOS Region

i

Root Port
Configuration

11: 1x4 Port 1
(x4)

10 :2x2 Port 1
(x2), port 3
(x2)

01: 1x2, 2 x1s
Port 1 (x2),
port 3 (x1),
port4 (x1)

00: 4x1s Port
1 (x1), Port 2
(x1), Port

3(x1), Port 4
(x1) (default)

See below note.

Lane reversal

False (default)
True

Lane reversal

NOTES: For “Root Port Configuration”:

1. If the Value of “Root Port Configuration” has been changed to “1”: 1x2, 2 x1s Port 1
(x2), Port 3 (x1), Port 4 (x1):

a. Require change of "PCle 1 Disable_New” value in PCH Strap 4 from “false” to

“true”.

2. If the Value of “Root Port Configuration” has been changed to “2”: 2x2 Port 1 (x2), Port

3 (x2):

a. Require change of "PCle 1 Disable_New"” and “PCle 3 Disable_New"” in PCH Strap 4
from “false” to “true”.

3. If the Value of “Root Port Configuration” has been changed to “3”: 1x4 Port 1 (x4)):

a. Require change of "PCIe 1 Disable_New” and “PCle 2 Disable_New"” as well as
“PCIe 3 Disable__New” in PCH Strap 4 from “false” to “true”.

4. PCIE Clock Req: For all the above settings, ensure to enable “"PCIE_clkreq_enable_wake”

Soft Strap.




